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t echnol ogi cal devel opnents, but nmakes the U S. vul nerable. An
overarching structure that is flexible, lean, and responsive is
needed to provide coordination between all of the "producers" and
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would result from DOD and non-DOD governmental organizations
coordi nating operations across the "information spectrunt would
greatly increase the overall security of the U S.

Concl usi ons:

The greatest progress is occurring in DOD, therefore | W nust
first be refined there, shown to be successful, and mgrated
t hroughout the U S. Governnment. The first step in the process
outside of DOD should be to square away the National Security
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will need to be provided for. the new information technol ogies
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the resulting efficiencies gained in the process, will transform
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Napol eon Bonaparte said, "The battlefield is a scene of
constant chaos. The winner will be the one that best controls that
chaos, both his own and that of his eneny.” Napol eon m ght judge
the advances in Command, Control, Conputer, Communication and
Intelligence (C41) technologies in recent years to be a grand
opportunity, for both the US and its potential adversaries. U S
C41 prowess has contributed to great success in recent years, such
as that seen in the Persian Gulf war. Harnessing advances in CA4l
before an adversary can is the essence of Information Vaar (1W, the
ongoing battle to Ilimt ones own information chaos while
contributing to or exploiting an adversary's chaos. A Nationa
Security Architecture' that includes |IWconcerns will ensure the
U.S. continues to enjoy information dom nance in peacetine or war.

This paper will discuss how the U S. can update its existing
Nati onal Security Architecture to respond to the challenges and
opportunities | Wpresents.

VWHAT IS A NATI ONAL SECURI TY ARCHI TECTURE?

The term "structure” has historically been used to describe
the rel ati onshi ps between and within organi zations charged with a
particular function or m ssion. MBA students have studied
organi zational structures in the past but as conputers and
i nformation systens have swept into all parts of nodern life, the

students now study architectures or relationships. The word



"structure" can connote rigidity, while the information age neani ng
of the word "architecture,” as one envisions a conputer program
flowchart, better describes the fluid relationships that have to
1

exist wthin any successful, efficient organization in today's
conpetitive world. U S governnental organizations that are tasked
with National Security can be no less flexible and responsive than
civilian high technol ogy conpanies. Wile the issue may seemto be
a matter of semantics to sone, the responsiveness issue is really
about m ndsets and paradi gm shifts.

The very real threat that | Wposes is pervasive and can be
mani fest in mnutes. The IWthreat does not afford the defender
long lead tinmes to counter it. For exanple, during the Cold War,
t he di scovery of a new weapon the Soviets may have planned to field
eight years hence could be reacted to. I W changes all past
concepts of time and space. U. S. sovereignty and property can be
attacked in the next nonent from anywhere by anyone with a conputer
nodem A National Security "Architecture” that is capable of
wi nning the Informati on War every nonent i s needed.

There now exists a National Security Structure that is
inconplete and sonmewhat dysfunctional, wth a sem-form
Architecture that is inadequate. The Structure and Architecture
are i nadequate because they are too reactive in nature, which wl|l
suffice against enemes that fly at sub-mach speeds to drop
weapons, drugs, or contraband on US territory, but against the
stealthy, insidious, lightning threat that |W represents, nore

responsi veness and constant vigilance is needed. The Nationa



Security Structure wll require time for staff study and
| egislation, but the problem can be stemed with an interim
Architecture that is aggressive with respect to the IWthreat. In
2

other words, it nust be proactive and intrusive with respect to
adversary systens while remaining i npregnable to the nost tal ented
hacker, professional crimnal, or foreign country.

VWHAT | S | NFORMATI ON WARFARE?

Due to the relative newness of Was a concept, much of the
work is «classified. IW terminology is only now becom ng
standardi zed within U S. Governnental circles. Open source
witings on IWare still interlaced with the hard to understand
sl ang of "Cyberpunk"” publications. Cottage industries have sprung
up to serve the new subcul tures who wander "Cyberspace" or world
"information superhighways.” There is a great deal of excitenent
about the endless possibilities that new found systens, such as
Internet, hold for the U S. and the world. Sone of the excitenent
is hype, simlar to that seen at the beginning of the persona
conput er age, when manufacturers sought to encourage famlies to
buy personal conmputer's to put recipes on diskette; however, just
as the value of personal conputers becane clearer over tine, the
possibilities of |Ware becomng clearer with every news headline
describing a thwarted attenpt to electronically rob or manipulate a
data base. A discerning professional tasked with U S. Nationa
Security concerns should examne IWfor the real challenges and
opportunities it presents. The challenges include protecting

increasingly vulnerable U'S. information pathways, while the



opportunities i ncl ude preventing undesi red domestic and

i nternational events through attainnment of near perf ect

intelligence upon which appropriate actions can be taken. 1In an
3
austere environnent, overreaction nust be avoided, but an

expedient, but neasured and steady approach is needed to
incorporate IWtactics, techniques and procedures into Nationa
Security organi zations, individually and collectively.

For the purpose of this paper, Information Warfare (IW wll be
the termused for the broadest view of the new field, while the
strictly mlitary applications of |Ware called Command and Contr ol
Warfare (C2W. Mich of the current |IWthought has gone on at
Nat i onal Defense University (NDU) and the Joint Staff, the latter
concentrating on CW  Wiile the Joint Staff has not published
doctrine or even a definition for IW it has distributed a second
draft doctrine for C2W and has great appreciation for IW The
reason for this seemng incongruency of having a subset of a
war fare approach maturing before the overall concept, is quite
simply t hat t he basi c tenets of C2W  (operational
security/ deception/early warning/psychol ogi cal operations/physica
destruction) have been practiced for many years by DOD and def ense-
related non-DCD entities, mainly in wartime. |IWis a newer, |arger
concept, which to a greater extent involves peaceti ne and econom c
issues. |IWis described as a concept because it is still taking
shape and only now being recogni zed by the whole of the Nationa
Security Comunity for the paradigm shifts it will require and

continue to require, as the rest of this paper will describe. |IW



is a silent killer with no rules of engagenent. | W changes the
nature of warfare because it is pervasive and omipresent. \Warning
time in IWis nil because the eneny only needs a nodem and phone
4

line to softkill your operation. The eneny (or your ally) could be
(rmetaphorically) staring at you through the screen you are typing
i nto. | W goes beyond the C2W actions, many of which are
rudi mrentary and have been practiced for years, yet are still
essenti al .

Wi | e advances in technol ogy have been the major contributing
factor, "IW also cane into being because of the influence of 1986
| egislation to pronote jointness and the idea that a seanl ess DOD
C2Weffort would gain effectiveness through synergy. Technol ogi cal
advances created unconventional opportunities for both the U S. and
its potential adversaries. NDU has been empowered to nove forward
with the I Wconcept as executive agent, and to teach | W sem nars
for senior defense and governnmental community players until a
broader national |W concept and architecture can be negotiated
bet ween DOD and many ot her governnmental entities (e.g. CIA State,
Treasury, and Interior Departnents). NDU uses the follow ng
definition of IW that has heretofore found favor with a broad
audi ence:

...an approach to arnmed <conflict focusing on the
managenent and use of information in all its fornms and at

all levels to achieve a decisive mlitary advantage
especially in the joint and conbined environnent. IWis

both offensive and defensive in nature -- ranging from

measur es t hat pr ohi bi t t he eneny from exploiting
information to correspondi ng nmeasur es to assure the
integrity, avai lability and I nteroperability of

information assets. Wile wultimately mlitary in nature,
IW is also waged in political, economc and social arenas



and is applicable over the entire national security

continuum from peace to war. Finally, |IW focuses on the
command and control needs of the commander by enploying
state of the art information technology and synthetic
environments to domnate the Dbattlefield. NDU |W STUDENT
HANDOUT
5

The Joint Staff has defined the strictly mlitary applications
of ITW or C2W as foll ows:

The integrated use of operations security (OPSEC), mlitary
deception, psychol ogical operations (PSYOP), electronic
warfare (EW, and physical destruction, nutually supported
by intelligence, to deny information to,influence, degrade,
or destroy adversary command and controlcapabilities,while
protecting friendly command and control capabilities
agai nst such actions. Command and control warfare applies
across the range of mlitary operations and all |levels of
conflict. C2W is both offensive (counter-C2) and defensive
C2-protect). The goal of C2- prot ect is to mintain
effective command and control of own forces by turning to
friendly advantage or negating adversary efforts to deny

information to, influence, degrade or destroy the friendly
C2 system The goal of counter-C2 is to prevent effective
C2 of adversary forces by denyi ng i nformation to,
i nfl uenci ng, degr adi ng or destroyi ng t he adversary C2
system Joint Pub 3-13

VHY |'S | W I MPORTANT?

| Wcan contribute significantly in any operation. As the U S
| eads the world into the 21st century, what threats, challenges and
opportunities face the country? Depending on how U. S. politica
| eaders conme to see national interests, the country could be
involved in a wde range of actions. The threat of IWto US
information systens in peacetine alone is significant enough to
warrant a reworking of American National Security Architecture
The peacetinme |Wthreat is now, and will remain, a constant danger
that is arguably nore serious a consideration than the nore
traditional I'Wmssions, such as janmm ng a comuni cation frequency

or radar during an airstrike. A disruption in Wallstreet trading



by a hacker or fanatic/terrorist would have severe repercussions
around the world. The first and nost inportant capability in the
future will be to ensure friendly communi cati ons and systens are
6

secure. The U. S. federal and state governnments, and the Anerican
public and industries nust beconme nore aware and act to counter
potential threats.

| Wactions nmust go beyond peacetinme consi derations of OPSEC,
to m ssions such as PSYOPS in Operations O her Than War (OOTW, or
selective Command and Control (C2) destruction through nodal
anal ysis in Major Regional Conflicts (MRC). While the possibility
of conflict in Korea or Iran cannot be discounted, the predom nant
types of mlitary operations for the foreseeable future will be
oorTwW Preparedness for IWin an MRC goes a long way toward
readi ness for IWin OOTWand vice versa, as the major difference is
t he degree of physical destruction involved. These OOTW m ssions
may involve conbat and non-conbat mssions, to include peace
keepi ng and enf or cenment , count er dr ugs/
contraband/proliferation/terrorism and others. No matter what the
operation, IWis integral because at a mnimum it involves the
protection of friendly information managenent capability. Even a
peaceful disaster relief or nation building mssion will require
the U S. to nanage and protect its comunication abilities. The
figure bel ow describes the near universal utility W (from Joint
Pub 3-13/figure I1-3).

7
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Range of Peacetine Ops OPSEC---------------n--- > O0TW

Range of Mlitary Ops OOTW------mmmmm - - - - > \War
Levels of Conflict Tactical --------------- > Strategic
Di sci plines Ofensive-------------- > Def ensive
Pl anni ng Cycl e Crisis----------------- > Deliberate
Si ze of Force Platoon---------------- > Multi-Corps
Conmposi tion of Force US ----------mma - - > Mul tinationa
Rul es of Engagenent Restricted------------ > Unrestricted
CGeogr aphy/ Ter r ai n/ \eat her Jungles--------------- > Deserts
Qpponent s Allies---------------- > Arch enem es
Techni ques Avai l abl e SIA@NT---------------- > Destruction

The extent to which the U S. can gather inteligence on
i ncreasingly sophisticated opponents, dissem nate necessary
information to decision makers, and manipulate control of that
which is available to a potential or actual adversary wll grow
geonetrically in inportance. |Wcapability will grow in inportance
much faster than even the projected technol ogical advances in
preci sion gui ded weapons (PGV) and stealth technol ogi es, which were
so successful in the Persian Gulf war. The new opportunities, and
conversely the new vulnerabilities, lie in the realmof IW

Peaceti me deci si onmakers nust have the information necessary
to influence events, thwart terrorist acts, stop WD proliferation,
or predict opponent negotiating positions on decision points.
The future wartinme Commander nust, in near-real tinme, be able to
see all of his forces on the battlefield and take advantage of U. S.

8

intelligence dom nance to coordinate the use of |ethal and non-



| ethal weapons to effect m ssion success with near inpunity. The

American public demands "no-hitters”, which requires steady
investnment in the technol ogi cal advances that will allow a | eaner
force to prevail in those future situations that the U S.

governnent hopes to influence. Today's theater, joint force, or
civilian Commander needs what a powerful |Wconcept can give, the
ability to get inside the enemes observation, orientation,
deci sion and action cycle (or "OODA | oop").?

A bold IW capability cannot be supported by the existing
National Security Architecture. The current Architecture is
inefficient, inadequate and al ready vul nerable. DOD and non-DOD
organi zations are not operating in conjuction for a variety of
reasons. No coordinating oversight body has ever provided
effective | eadership. These organi zations function together only
because dedi cated nen and wonen use secure phone |lines to conduct
iaison on known issues of nmutual interest; they're systens are not
tied together and they | ack synergy. Additionally, many systens of
the National Security Architechture are "stovepiped," preventing
DOD and non- DOD organi zations fromefficiently sharing information
and working together. Stovepiping exists when an organi zati on or
systemexists for a single or few purposes, and uses an inordinate
amount of assets for the extremely specialized purposes it
acconpl i shes; conversly, the absense of stovepiping innplies an
asset able to acconplish nmuch nore for |ess. St ovepi pi ng has
persi sted because of inconpatible information handling systens and

9

dat abases, |ack of incentive and strong Joint |eadership, fear of



change, and the vestiges of overrestrictive security neasures from
the Cold War which still hanper information exchange. Anot her

contributing factor to American unpreparedness for W is that

information pathways procurred for the National Security

Architecture have inadequate capacity to support a robust |IW
effort.

The National Security Architecture is vul nerabl e because only
the nost classified systens are adequately protected. Sone of the
nost inportant Anmerican security concerns are enbodied in the
protection of files of defense contracters, not those at CI A NSA
or FBI. Increasingly frequent reports of various individuals
hacking their way into less well|l defended U. S. systens suggests a
ri sing sophistication that endangers U. S. information security.
The security stakes and nonetary costs of ineffiecency and
i nadequacy are too high to continue to respond to the chall enges
and opportunities of IWthis way.

CHALLENGES AND A VERY BRI GHT FUTURE

The U S. dominates the world in all aspects of the use and
managenent of information. Primarily the dom nance has occurred in
civilian applications because Governnment use of new technol ogy has
al ways | agged the civilian environnent. American industries still
lead in conputer developnment and are unchallenged in software
| nnovative spirit and an inventive nature are American
characteristics that have kept the US. on top in information
managenent in a fast changi ng and conpetitive world. The U. S.

10

mlitary, and National Security organizations in general, however,



resist change until stressed, and they weren't stressed quite
enough in the last conflict.
There were problens wth aspects of |W during Desert
Shi el d/ Desert Storm (DS/DS). The problens were visible to
insiders, but not to the nedia, which fed a proud public a steady
stream of cockpit footage of Precision Guided Mnitions (PGVY
destroying targets. Fortunately, lIraq turned out to be inept in
| WC2W and nost Coalition problens involved the efficient use of
its own comruni cation systens. The |argest problemwas that U S.
Architecture was inefficient wth the inadequate bandw dth
avai | abl e. Adaptations and wor karounds were sonetinmes required to
make communi cations functional, and it wasn't very reassuring. For
exanple, many in the mlitary are famliar with how sl ow routine
to imedi ate nessage traffic becanme because of conpeting flash
(highest level) precedence traffic that clogged information
transfer "arteries.” The problemcane with multi-section nessages,
whi ch kept being preenpted by flash traffic; a nmajor nessage system
t hat connected DOD and non-DCD organi zations would sinmply restart
at the beginning of a preenpted nessage and new nessages would
continue to que-up. Soon, another flash nmessage, perhaps regarding
a SCUD warni ng, would delay the systemagain. In frustration, those
sending nsgs would increase the precedence of their traffic in
order for it to arrive on time, which further conprom ses the
fidelity of the system Huge nessages |ike the Air Tasking O der
(ATO), the daily "blueprint” by which all aircraft conduct their
11

m ssions, had to be physically flown out to a Navy carrier fromthe



Joint Forces Air Conponent Commander (JFACC) HQ at Riyadh, Saudia
Arabia to ensure proper coordination. There were other simlar
problens, |ike systens not being able to transfer data due to | ack
of interoperability, but the positive thing is the US. still
dom nated in IW

The nedia feeding frenzy surrounding "lessons |earned" was
| argel y unsuccessful at defining any major failures, although it
made a run at fratricide and the time-honored scape goat,
intelligence. As a result of the IWQC2W abilities not being
severely stressed and no major faults publicized follow ng DS/ DS
National Security |eaders have been slow to nove. Geater nental
energy has been spent on justifying plans for "rightsizing" than on
IW The U S. National Security Architecture can't wait for stress
or failure, to whatever degree, to be the agent of change.
Deci si on-nmakers nust recogni ze that there are not only solutions to
probl ens, but great opportunities in IWC2Wif the energy and
appropriate asset prioritization is afforded it. This is a hard
sell because IWis primarily a supporting function, not about
riveting cockpit footage, but it is all about ensuring cockpit
success.

The opportunities lie in a new |evel of power to shape a
situation, mndset or battlefield so that U S. |eaders need only
act on near perfect intelligence to quickly settle many issues. No
other mlitary in history has ever had near perfect intelligence
and own force situational awareness, and U S. technology is fast

12

approaching the capability to field such an Architecture. Sun Tzu



said "know thine eneny and thine self and you wll wn every

battle." Add near perfect intelligence and the own force
situational awareness which wll conme with a functional IW
Architecture, with new generations of PGV, and the resulting

conventional power advantage the U S. wll possess will be near

absol ute over any foe in any reginme of conflict.

Additionally, the ability IWwll bring to unconventiona
chal l enges like terrorism and the drug war will be devastating
| magi ne not being three steps behind Iranian sponsored terrorismor
the Cali Cartel but in its face, or perhaps tw steps ahead.
"Messages" could be sent or perceptions nodified via |IWthrough
unconventional IWactivities. The nmessages could be as covert as
mani pulting data so that the conputers controlling a refinery or
nucl ear "research" facility cause a damagi ng expl osi on, or as overt
as mani pul ati ng an adversarial Nation's nedia. |nmagine what these
acts mght do to the mnds of |eaders who would otherw se attenpt
terrorists acts. Many mght be convinced to play by the rules and
work within the international systemthrough negotiation. Many of
the problens responsible powers are fretting about in Sudan,
Al geria and Egypt could fade.

I Whas incredible potential and offers the U S. a brighter,
nore secure future. That nore secure future will require the U S
Nat i onal Security Architecture better keep up with Wrelated C4l
capabilities being marketed. The turnaround tine for C4l
technology in industry is about eighteen nonths, vice DOD average

13

of approxi mately seven years to field a weapon system The U S



nmust develop a security "culture" that is always |ooking outward
for IWthreats in the marketplace, and willing to be flexible in
procurenent so that |IW security can be nmaintained. Advanced
Concept Technol ogy Denonstrations (ACTDs) using prototypes nust be
utilized to test new systens.

REORGANI ZI NG NATI ONAL SECURI TY FOR | W C2W

The IW threat requires interim action in the form of
Presidential Directives. Presidential directives established NSA
and DIA years after the 1947 National Security Act; the same
deci sive action is needed now to provide interimguidance while the
1947 Act can be reworked. A task force led by a senior executive
branch person shoul d be enpowered to review new requirenents with
t hose governnental organizations involved with National Security.
The review should result in possible courses of action for the
President to act on. These courses of action should identify and
seek to rectify current inpedinments to progress toward a viable
Nati onal Security Architecture. Current inpedinents include the
| ack of articulated relationships between all the I Wparticipants,
equi pnrent and data bases that are not interoperable, |ack of
doctrine or tactics, techniques and procedures, |egal questions,
and a general |ack of appreciation for the Wthreat.

The President's National Security Adviser and his staff would
be the appropriate |eadership of a body tasked to work on an
interim National Security Architecture; the body would include
sel ect menbers and staff of the Senate and House Arned Service

14

Conm ttees, Senate Select Commttee on Intelligence (SSCI) and



House Permanent Select Conmittees on Intelligence (HPSCl), the
Nati onal Foreign Intelligence Board (NFIB), and traditional (C A,
DIA, etc) and non-traditional (Commerce, Justice, etc) Nationa

Security Organi zations. Fromthe HPSCl and SSC should be fornmed a
| egi sl ative oversight commttee to provide continuous nonitoring
and chairmanship duties when the National Security Advisor is
unavail able; this commttee would formthe cadre to continue work
toward a new National Security Act.

DOD QUT | N FRONT

DOD has | ed other National Security Organizations in public
recognition of the inportance of IWC2W and has set about to
reorgani ze accordingly. CA, FBlI and NSA have | ong used aspects of
| Wbut have operated individually and kept operational efforts and
funding classified. |In contrast, the Services have cooperated at
the tactical level and are better suited culturally to forward I'W

DOD has historically practiced the basic functions of |IWQCW
(deception, etc) but also participated in classified National
efforts through Tactical Exploitation of National Capabilities
( TENCAP) . DOD has becone a |eader because the publicity
surroundi ng greater funding for IWand desire to coordinate the
| WC2W efforts of the Services under Joint auspices has brought
nore attention to the subject.

Assuming it can be believed that the U S. is at the forefront
of the IWC2Wrace, so far as is currently known, how does it shore
up present inadequacies and stay ahead? The follow ng paragraphs

15

will discuss the areas where progress is needed and where sone



pl ans have been nade. The changes will involve procurenent and a
significant and evolving, preferably long term reorganization of
DCD and non-DOD National Security Organizations. The changes nust
first occur in DOD, which is the largest single National Security
Organi zation, with a built-in, strong coordinating |eadership in
OSD and JCS that is able to push through the needed changes. As
DOD approaches proper calibration, the |IW culture should be
mgrated to other National Security Organizations.

The first step in the process outside of DCD should be to tie
together the remaining organizations, responsible primarily for
internal U 'S. National Security. Next, protection of the
industrial and civilian sectors will need to be provided for.
Wil e outside the scope of this paper, the author recognizes new
information technologies that are energing will require a very
cl ose | ook at the Constitution. Laws, policies and oversight
bodies will be required so that the protection of individual and
corporate rights are balanced with the need to counter the threat
of Information Warfare.

Reor gani zation of the National Security Architecture would not
only ensure preparation for IW but also result in greater
efficiencies, energy and effectiveness in providing for total U S.
security.

SYSTEMS MUST BE SEAM_ESS
One of the largest hurdles to overcone in the devel opnent of a
US. IWarchitecture is that both DOD and non- DOD prograns have
16

historically attenpted to nmaximze systens for their own needs.



This is especially true of DOD, and to a |esser degree, non-DOD
organi zations that use nore Comercial Of The Shelf (COTS)
technology. Only since the dem se of the Soviet Union, and the
attendant search by elenents of the National Security Structure to
| ook for ways to justify their size or even existence, has greater
cooperation between the elenents been enphasized. Security
concerns and nore than enough work to go around contributed to
mai ntai ning the status quo; different organizations had different
security rules and there was institutional fear that if sonething
was | ost or |eaked, careers would be lost. Wth so nmuch work to
do, and little enphasis on exchange other than publication or

message traffic, short term coordination issues were deenmed "too

hard. " Most coordinati on between DOD and non-DOD organi zati ons
still occurs via secure phone, but people are thinking, planning
and tal king. New technology, the threat of consolidation with

anot her organi zation or worse, and nore tinme to think because the
Cold Var is over, have brought on paradigm shifts. The U. S
mlitary, and DOD in general, is out in front due to the strong
central |eadership exerted by the Joint Staff. It should be
mentioned that of the non-mlitary elenents of national security
apparatus, the Central Intelligence Agency (CIA) and the

National Security Agency (NSA) have had trenendous success in
| WC2W however, the nature of those independent agencies is
unlikely to allow them to be leaders in the devel opnent of an
overarching I Warchitecture. The cultures of CIA and NSA remain
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deci dedly covert in outlook and neither can conpare, to use a joint



phrase, to the "preponderance of forces"” brought to the effort by
DOD. Additionally, DOD has the large staff required to see such a
|arge undertaking to fruition. DOD's early successes in
i mpl enenting the tenets of IWCQW w il lead the way for the rest
of the governnent; however, there is nuch remaining to acconplish
in C2W

The main challenges lie in the C2-protect area, specifically,
havi ng secure communi cati on and data di spl ay/ mani pul ati on/transfer
systens that will talk to each other. The security needed for
conmuni cations are different than those needed for data storage and
mani pul ati on.  Conmuni cations are discrete bursts of energy that
can be recorded by the eneny, and gi ven powerful enough conputing
power, any crypto can be broken eventually. Thus, protection from
a sophisticated foe intent on reading a targeted transm ssion that
he can physically capture, cannot be thwarted; however, the
defending party can, by powerful hardware and software, delay the
crytoanalysis so that the traffic is of |ess value. For extrenely
sensitive transm ssions the defending party nmust guarantee security
by novi ng comruni cations to other neans, |ike | ow probability-of-
intercept Satallite Comunications (SATCOM). SATCOM for exanple,
i s expensive and cost prohibitive for large volunes of traffic. A
great deal of work is ongoing in defense and industry to expand the
capabilities of SATCOM A technol ogi cal advance |ike the use of
mul ti plexing, or tinme sharing fiber optic phone lines based on
sensors that connect randomtransmtters and recievers when a user
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tal ks, makes SATCOM nore econom cal ly feasi ble and changes the G2



protect equation. Protection of data is nore challenging and an
area where | ess enphasis has been placed. The U S. is now becom ng
aware that a database or network of databases is only as secure as
the | east capabl e system connected. A talented attacker can enter
a noderately protected system A few brilliant people have entered
sonme very well protected defense and banking systens, w thout the
use of hi ghpower conputers that mght aid in breaking the code for
password entry. New conputer software warns if a systemis being
attacked, but in a recent U S. attack the perpetrator was able to
acconplish his goal so fast that he out maneuvered the protection.
Noted IWwiter and speaker Robert Steele believes there is val ue
in recruiting and hiring such talents to ensure they work on the
side of good. In any case, to stay ahead of potential adversaries
in G2 protect, the U S. nust invest in new comunications-related
technol ogies and stay on par if not ahead of the conpetition.

There are considerations in the C2-attack arena as well, Iike
the need for coordinating attack nethods so that fratricide does
not occur. For exanple, if the eneny is wusing a particular
comuni cation frequency you would |like to use, or use to listen to
him coordination is needed to ensure the frequency is not jamed
or interferred wth.

These problens in both CQ-attack/protect are both hardware and
software related, but are not insurnountable; they only call for
definitive, aggressive managenent according to a joint plan. The
plan is enbodied in the Joint Staff's d obal Command and Control

19
System ( GCCS) . Al though the DOD prograns (mainly the mlitary



servi ces) pay homage to the need to conformto GCCS pl an, progress
has been painfully slow due to legitimte service-specific
requi renents for future systens, adaptation to "legacy" (mature
operating) systens, and |lack of incentive to do the very difficult
and expensive coordination and acquisition required.”’ The
coordi nation and acquisition is difficult and expensi ve because al
of the requirenents of the participants nust be taken into account.
I n past decades, several Joint aircraft and m ssile prograns have
been cancelled because the participants couldn't conprom se.
Strong | eadershi p was needed but no nechani smwas in place.

A powerful direct influence is needed to tie together today's
systens as quickly as possible, but also those being fielded and
devel oped. A SECDEF task force studied this issue, recommending in
October 1994 that the Battlefield Information Task Force (BITF)
becone pernmanent and provide liaison within DCD to ensure adherence
to the GCCS plan and coordinate other IWinitiatives. The sage
Undersecretary of Defense for Command, Control, Communications and
Intelligence, Enmt Page Jr., noted that the J-6 organi zati on had
been created in 1979 to do the sanme thing recommended to be done by
the BITF. A different and potentially nore successful approach
woul d be to use the Joint Staff's reinvigorated Joint Requirenents
Oversight Commttee (JROC) to coordinate issues such as this. The
JRCC, chaired by the Vice Chief, has recently noved toward becom ng

much nore involved in coordinating and overseeing service
procurenent, and is currently reviewwng IWinitiatives as one of
20

its top future interests. Aggressive JROC involvenent in IW



devel opnent, especially at this early stage, would undoubtably
yield quick, positive results and provide inpetus for further JROC
i nvol venent in joint coordination issues.

Wth respect to non-DOD systens, the sane chal | enges exi st.
System standards are needed to allow cross talk within and between
DOD and non-DOD organi zati ons. This is a very inportant issue
because herein lies the lost unity of effort. Tie systens together
and professionals can, for instance, "pull" from other databases
what they need or don't even know The synergy fromthis md-range
goal woul d provide a phenonenal inprovenent.

A conputer system can only be as resistant to conpron se as
its weakest link. Consider a systemtied together between non-DOD
and DOD organi zati ons. If information is to be shared in the
future, and it nust be, an invader could conceivably break into any

partici pant database, then pass into another. For exanple, in the
drug war, DEA and the Justice Departnment may request information of
the O fice of Naval Intelligence (ONI) on a suspect U S. nerchant
ship. Currently, the request and information is limted to being
passed back and forth via secure phone, for technol ogy and | egal
reasons. (The U.S. mlitary can't be involved in spying on
Americans and ON/DEA/Justice data-handling systens wll not
interact). Wuldn't the transfer of information be nore efficient
if the data bases could be shared? Tine spent coordi nating between
various anal ysts coul d be spent nore productively. How nmuch useful
information is not discovered or used because information is not
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shared efficiently? The answer to this question will be known when



systens can talk to each other and requisite security neasures are
in place. The security measures will be expensive. Physi ca
security is inportant but each link of a reworked National Security
Architecture will require the sane | evel of electronic security.
For exanple, if it is known that the Russians, or even the
conpetitive French, Germans or Japanese, have a certain conputing
power, the U 'S. had better have a nore powerful one creating
encryption against the possible attenpt at entry in any point of
the U S system
The mlitary is |eading the way in the sharing of data bases.

Mlitary data bases are nobving to a "pull down" vice "push"
phi | osophy, where users can obtain what they want instead of |arge
nmessages being sent to them The previous nethod of "shotgunni ng”
background and current information to a theater would swanp poi nt
to point comruni cations, and give the recipient a headache trying
to sift through the delayed and irrelevant information. The
Mlitary Integrated Intelligence Data Base (MIDS) is the best
exanpl e. It can be accessed through a JDISS (Joint Defense
Intelligence Support System)® terminal via satellite conmmunication
from anywhere in the world. The problemis that JD SS has only
been provided to joint commands, or the theater level. JDISSis a
Navy- devel oped systemand it is the only Service with a sufficient
nunber of termnals to make the system feasible at the Service
level. While the other Services have bought one or two termnals
for sone of their headquarters, the full capability of the system
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has not been realized. This situation is a prinme exanple of where



an aggressive JROC, acting on behalf of the Joint Staff, could
guide the services toward a better functioning information
architecture.
EMPHASI ZI NG THE CI NC s

Bef ore CGol dwater-Ni chols and the gradual transfer of power to
the Joint Staff and the CINCs, the Cold War had dictated an
information architecture that served the National Conmmand
Aut hority. It has becone evident that Information Architecture
nmust be readjusted to enphasize theater CI NC (Commander | N Chief)
or CJTF (Conmbined Joint Task Force) while still rmaintaining
sufficient support to the top rungs of decisionnmaking."* The
Commander needs total eneny and friendly situational awareness,
with the ability to inpart this information in a tinely manner and
in a format tailored to each level of command. The information

must have the appropriate security but not be encunbered to an

extent that it becones so tinme-late as to be of little or no
advant age.
Exi sting architecture will not currently support a CINC or

Joi nt Force Commander (JFC) that desires to exploit the current and
devel opi ng capabilities of IW as was clear in DS/DS. |In DS/DS it
becanme apparent that insufficient satellite access and bandw dth
[imtations were a hindrance. The inefficient distribution of
nmessage traffic via point to point conmmunications nmade the overall
conmuni cati on system dangerously slow Flash traffic was sonetines
not, and priority traffic becane so del ayed that nmany comrands
23

mar ked nore routine traffic as priority hoping for it to arrive so



as to be useful. W cannot do this again. Fortunately, there are
fixes that can be quickly added while Research, Devel opnment,
Testing and Eval uation (RDT&E) continue. One Architecture
nodi fication that shows great and imedi ate promse is to use the
br oadcasting node to dissem nate information. The idea is not new.
Data |inks |like Navy Tactical Data System (NTDS) or intelligence
br oadcasts have been sent periodically via HF in the past. Better
t echnol ogy prom ses to nmake this nethod an efficient nmeans to send
certain types of information.
| W C2W CENTERS OF EXCELLENCE

Recogni zing that the C2Wwarfare area required what in Total
Quality Leadership (TQ.) parlance is called a "center of
excel l ence,"” CJCS established the Joint Command and Control
Warfare Center (JC2W) in Septenber of 1994. Establishnment of the
JC2WC was a first in that no other warfare area has ever had a
"Joint Center" established for the purpose of coordinating between
the services and geographic CINC s, all aspects of a particular
warfare area.’ This was a significant mlestone on several
accounts. Most inportantly, it shows that DOD JCS recogni ze that
| WC2W are high priorities. It also signals a continuation of a
process toward greater jointness between the services begun in
1986; DODYJCS will lead the services toward a desired end state
with respect to research, devel opnent, testing, evaluation and
procurenent in new warfare areas and chall enges. The JC2WC is
likely the prototype for future DOD/ JCS organi zations that, in
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consonance with the Joint Doctrine Center recently established in
Norfolk, Va., wll be influential in defining future warfare
chal | enges and possibly redefining traditional warfare areas (i.e.
ground warfare or air warfare).

LEGAL QUESTIONS OF |'W

The ability to easily read other peoples mail, or potentially

have your own read raises many |egal questions. US. relative
sophistication in IW conpared to all but the nobst devel oped
econom ¢ chal | engers creates a cornucopia of opportunities in | aw
enforcement, economcs, politics and mlitary preparedness. How
Machi avellian does the U S constitution allow the national
security apparatus to be? As with euthanasia and fetal tissue
research, information technology has outrun aws and ethics. Until

recently, DOD has basically been allowed to work agai nst foreign
i ssues and the FBI has worked the domestic side, with the C A doing
what ever was required. Under this old division of |abor DOD didn't
need warrants to investigate because it ostensibly did not
investigate the activities of U S citizens. So why won't the old
architecture work? Because information crosses many national
boundari es and when an Anerican is discovered to be involved, |egal
consi derations for privacy can becone a limting issue for DOD.
For the last 50 years the U S. has focused on the USSR and its
satellites, and the GCCS served well. The information the US
sought emanated fromthe USSR and it was boresighted by collection
agencies. Now the U S. has the wherewithal to turn attention to
all those issues that have been backburner or resulted fromthe new
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worl d disorder, but the targets are different in nature and often
nore sophi sticat ed. US |W architecture is not presently
organi zed/ chartered to maxim ze its potential. Guidance is adhoc
and nuch that is not wholly legal is probably occurring. The
Cinton admnistration is said to be working on guidance to support
the inplied IWtasks in the July 1994 National Security Strategy
docunent. For instance, should it be legal for U S |Wassets to
be used in a manner such that a U S. conpany obtains a foreign
contract as a result, no matter what depth the conpetitor stoops
to? If so, which conpanies, or segnents of the world market, or
geographical targets does the U S. focus on with its superior but
not unlimted assets. The opportunities for scandal, nationa
enbarrassnent and aninosity anong friends is great, as evidenced by
the early March expulsion of six U S. diplomats by France, which
was angered because it clainmed that U S spying nade it |ose a
| ucrative contract. And how does one catch an opponent, or an
American proxy who tries to break into a systen? Wth gl oba
connectivity the opponent nmay be a hired gun anywhere in the world
representing a mlitarily wunsophisticated, but well advised
adversary; the goal may be to bring down international trade if a
cause i s not recogni zed. Another exanple of a challenging |W
scenario mght involve the laundering of drug noney. Current
restrictions on DOD |IW assets make coordination between |W and
enforcement entities awkward and cunbersonme when illegal
transactions or activities that involve (at |east sone) Anericans
crosses national boundaries nunerous tines. Is a IW"hot pursuit”
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needed? Better yet, a clearly defined yet flexible set of
gui dances i s needed, soon.

To make matters even nore chall engi ng, potential adversaries
are obtaining encryption capability that could evaporate many
current collection capabilities. Secure phones have been avail abl e
for several years and are affordable to third world countries,
industries, terrorist and woul d-be traders in contraband of all
ki nds. Encryption software for personal conputers was recently put
on Internet by an American conputer expert nanmed Philip Zi mmerman.

Hs act may violate U S. export |aws which have sought to protect
the capabilities of DOD. These capabilities are so inportant that
the US has pushed the purchase of the "Cipper Chip," which allows
U.S. security organi zations to nonitor comuni cati ons when needed.

The Cipper has been a resounding failure with industry and the
publi c. Zimmerman believes Privacy is as apple-pie as the
Constitution, and adds "If you really are a lawabiding citizen
with nothing to hide, then why don't you always send your paper
mai | on postcards?" There is sure to be a legal battle, but the
damage has probably been done, and it could only be sl owed down a
bit by the Cipper Chip. Encryption cripples IW and to a |esser
degree C2W because finding a signal of interest could eventually
becone nuch harder as nore systens are used. The bi ggest problem
coul d be that breaking the information will tie up greater anounts
of expensive nmain frane conputer tinme. The information nmay take so
long to find and break that it wll become of marginal use.
Billions of dollars of U S. security investnent is at stake.
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These issues need careful study as the U S. is vul nerable and
needs to act decisively, yet is on thin ice with respect to the
constitution and international |aw The best return on |IW
investment will not occur until all IWparticipants know their
responsi bilities and community tactics, techniques and procedures
are in place.

THE | NTERI M ARCHI TECTURE: PHASE ONE

Sone sage froma past conflict wote, "If it |ooks stupid, but
it works, its not stupid." Anot her asked, "Wy reinvent the
wheel " ? When seeking to provide an interim National Security

Architecture, primarily to respond to the IW threat, the
hi ppocrati c oath should be the guide; only those changes that reap
significant gain should be nmade, while major reorganizations shoul d
be left to a new National Security Act.

The author can offer a series of actions that would provide
for greater preparedness for IW The first goal toward an interim
Nati onal Security Architecture (after negotiating a plan of action
under the cogni zance of the National Security Adviser with the
backi ng of the President as discussed earlier) should be to share
common dat abases and conmuni cati on systens. As stated
earlier, work nmust start in DOD first. One exanple of a nmajor step
toward this goal has been made within DOD by the establishnment of
MIDS and Joint Mlitary Conmmand Information System (JMJS) '. The
next step would be to fill wup databases like MIDS through
production responsibilities that are del egated to the Services and
agencies. To use an exanple fromthe Intelligence field, the case
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of MIDS this delegation has already been coordinated and the
gui dance pronul gated by DI A, but action has been slow  Service
Intelligence O ganizations are overtaxed and sufficient priority
has not been given to this inportant endeavor that will hasten a
quality information pull down capability. Personnel within DOD are
adjusting well to the information pull down concept. The Services
are still attenpting to draw on their own remaining assets to do
t he specialized support operators cane to expect, however, many of
t hose assets have been reduced or provided to the CINC. The Navy
and Marine Corps, for exanple, gave up Fleet Intelligence Center
Europe and Atlantic (FICEURLANT) to form Atlantic Intelligence
Command (AIC). The resultant inability to satisfy sonme Service
specific needs has caused friction (not unlike that described by
Clausewitz regarding war) that often cones with growth and change.

The road will snmooth as the players adjust to thinking about
shared assets and the difference between needs and desires. The
Navy may desire strike planning packages to be physically nade for
a likely target but if they can be held at Al C and accessed when
needed via JDISS, the result wll be greater efficiency and
probably accuracy due to ease of update. Mre enphasis is needed
on Joi nt databases so that duplication of effort is reduced and a
standardi zed frame of reference can be attained in all areas of IW

O note, the incorporation of NSA and its databases into a greater
|W effort would provide a test case in this phase for the
assimlation of quasi-civilian organizations in phase two; the
| essons | earned woul d prove val uabl e.
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Data is useless if it cannot be pulled by those who need it.
Sufficient comunications bandwidth is needed to support systens
like MIDS, JMCIS, JWCS and JDISS. The nilitary is inextricably
tied to satellite commnications and is now planning for the
repl acenent of existing systems during the period 2005 to 2010 “.
DOD has accepted major portions of the Navy satellite comunication
architecture plan shown below for its master plan. The vision
brings nore efficient, anti-jan anti-spoof, |ow probability-of-
intercept EHF capability in the near term it seeks to capture
ongoi ng technology gains through flexibility in procurenent,
constel |l ation establishment and broadcast techni ques *.
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MIDS, JDSS, JMaS JWCS and the communications to
support their use should be nmade nmandatory by DO JROC/ DI A so t hat
the Services will buy comobn equi pnment; this would prevent nmultiple
non-i nteroperable systens from comng into the Services. Joi nt
operations would be easier because personnel would no |onger be
unfam liar with other Services' IWequipnment. JDSS is the best
exanpl e of success in this area .
THE | NTERI M ARCHI TECTURE: PHASE TWO

The first step of phase two would be to gradually tie together
DOD databases like MIDS wth the databases of non-DOD
organi zations. Assimlating all non-DOD organi zati ons woul d be too
much too soon. ClIA FBlI, and Departnent of State (DOS) shoul d be
included first over a year-long transition. Dat abase security
protocol s and communi cati on connectivity would be designed to be

appropriate to the classification |evel of information and need to



know of particular participants in all organizations. When
har dware, software, and personnel adjustnents are conplete, the
remai nder of the non-DCOD organi zati ons shoul d be connected toget her
in a separate database which allows appropriate data exchange
between the two data bases. Participants in a second database
woul d i nclude the Drug Enforcenent Agency, Departnent of Treasury,
Secret Service, Departnent of Justice, Departnent of Enerqgy,
Depart ment of Comrerce, Department of Inmm gration, and the Bureau
of Al cohol, Tobacco and Firearns.

The next step in phase two is bold. First, to create
efficiencies and ensure unity of effort, the FBI should be subsuned
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by the CIA over a two year period following creation of the two
mai n dat abases and attendant assimlation period. The maj or
m ssions of CIA and FBI relate to HUM NT and these organi zations
wor ki ng toget her would be nore effective against current and future
threats to U.S. National Security, nost inportantly IW Mich of
C2-protect in IWis related to HUMNT; to catch a professional IW
warrior or terrorist, one nmust think |like himor her and possess
the infrastructure to react. While this paper argued in earlier
pages that DOD nmust |ead the total IWeffort in the beginning, and
will continue to lead in the areas of C2-attack, a new Cl A nust
carry the torch of C2-protect. (Consideration should be given to
NSA bei ng eventual |y subsuned by a larger CIA, as NSA's mission is
essentially C2-protect through SIA@NT.) There would admttedly be
sone | oss of specialized capability with the conbination of the A

and FBlI, and great consternation over centering too nmuch power in



one organi zation; afterall, a consideration in the creation of the
Cl A was to provide a counter-advisory body to the incredible power
accumul ated at the FBI under President Hoover. The |eveling factor
that is needed is an enpowered Justice Departnment. An individual
(perhaps the Attorney General) or small group within the Justice
Departnent, approved by Congressional vote, would have the ability
to have know edge of all systens and databases in order to ensure
Anerican civil liberties are protected and to coordinate |ega
questions of imediate nature that relate to National Security.
This role would be advisory to the President and have speci al
powers of investigation, just as the current Justice Departnent
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possesses, but the enpowered Justice Departnment would be able to
nonitor the operations of all former proprietary organizations.
The time for this culture change has cone. This step needs to be
taken now, but to renove politics from National Security questions,
exploration into the establishment of a person or body wthin
Justice that would be permanent is needed. A possible nodel is the
office of the Chairman of the Federal Reserve Board. Current
Chai rman Al an Greenspan holds a position of no less trust than a
Justice Departnment "Information Czar" would have. A better title
given the current FBI being eventually subsunmed by CIA would be
Chai rman of the Federal Board of Information (FBlI). Confirnmation
of the Chairman of a new FBI should be as sonber a process as that
for a Justice of the Suprenme Court.

Q her |ess dramati c changes woul d see NSA brought under cl oser

DOD control in order to increase its rel evancy and responsi veness,



and greater enphasis on Joint Intelligence by scaling back Service
Intelligence in favor of a |eaner Defense Intelligence Agency.
Service Intelligence personnel should serve nost non-operational
billets in the Joint arena, either at a Joint Intelligence Center
(JIC) or at DIA. As discussed earlier, wth today's connectivity,
depl oyed personnel can take advantage of databases, imagery and
expert analysis back in the U S through systens |ike JD SS.

The steps outlined in phases one and two would contribute in
different ways to greater awareness, capabilities and effectiveness
in IW The National Security Architecture mght ook simlar to

the outline bel ow
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CONCLUSI ON

| W has tremendous potential for U S. National Security.



Unfortunately, IWalso has potential for adversaries if the U S
does not act with vigilance and decisiveness. The U S. has tended
to use IWin one dinension; the true power of U S |Wcapabilities
lies in massing the efforts of all National Security organizations
under an overarching Architecture. A U S. National Security
Architecture that connects security organizations nust be
reorgani zed and nade nore responsive in order to stay ahead of the
IWthreat. Cear, coherent, aggressive policy and doctrine wll
need to be staffed at the level of the National Security Advisor so
that Presidential action can be taken swiftly. Modifications to
the current National Security Architecture will ensure coordi nation
34
between the "producers" and "users" of Information Warfare (IW
support is nore responsive. The synergy resulting from DOD and
non- DOD governnental National Security organizations, fully
coordi nating operations, will ensure U S. dom nance of IW To stay
ahead in IWthe U S. nust not wait to act, but nust nove to change,

and fully recognize that it is already at war.
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END NOTES
1 Hi storically, those witing on National Security have used
the term "structure" to describe the organizations that taken
together are tasked with U 'S National Security. The term
architecture has becone common in recent years, as it better
describes the informal Ilines of conmunication, tasking and
responsibility that exist within and between organizations that
today deal with National Security. Information Warfare reinforces,

even accel erates the trend toward | ess structured organi zati ons and
groupi ngs of organi zati ons.

Coordination within the National Security Architecture was
enhanced in the years following the establishnment of the 1947
National Security Act by the use of interagency working groups and
wor ki ng groups and task forces. Wthin the Information Age,
dynami c requirenments have forced nore responsive reaction to
security threats. The National Command Authority needs the right
advice quickly. To provide nore responsive service, individuals
and small groups from different National Security organizations
often work together based on Menpbs of Understanding (MAUs). (An
exanpl e woul d be a Central Intelligence Agency (CIA) analyst with
special expertise in nuclear technology working wth Human
Intelligence (HUMNT) capability within CIA National Security
Agency (NSA) capabilities in Signals Intelligence (SIGNT), and
with the Departnment of Energy (DOE) to provide advice to brief the
NCA on the advisability of conducting an airstrike on a beligerants
nucl ear facility.

Today's National Security Architecture nust take advantage of
C41 inprovenents and enphasize responsiveness in order to stay



ahead of the threat, so that the NCA has the chance of shaping
events, but definitely can at |east react gracefully to them

2 O fice of the Undersecretary of Defense for Acquisition and
Technol ogy, "Information Architecture for the Battlefield," Cctober
94. The Defense Science Board reports...Future "capabilities that
are necessary for command and control, for integrated situation
awareness to all appropriate levels, for effective support to the
shooters, and for effective analysis and training. I nf or mati on
systens of appropriate capacity are required between and anong all
|l evels of command to facilitate access to and exchange of
information vital to collaborative planning and the effective
execution of conbat operations. This connectivity is acconplished
by highly interactive swi tched, w deband networks at the higher
echel ons of conmand providing interactive video and distributed
dat abase transfer capability. Effective command and control anong
depl oyed warfighting tactical voice and data networks requires nore
conpl ex connectivity with narrower band information.

The warfighter should have dynamc control over the
information form and flow. He should be able to lay out his
information needs tailored to the specific mssion. Commander s
shoul d be able to specify what information he needs, to what |evel
of detail, at what frequency of update, wi th which access controls,
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wi th which other information it should be fused, and in what form
it should be displayed...

Wthin the constraints of the current situation, the
i nformation of ficer woul d t hen "reprogram the sensor,
comuni cations and conputing assets to respond to these needs.
This capability to reconfigure is not available today. The systens
are not capable of being rapidly reconfigured and the tactica
staffs do not have the technical capability or necessary tools to
do the |job. This is and inportant refocus area for R & D
i nvestnent . "

3 i bid, 2."Corresponding directives are needed to ensure that
i ndi vi dual prograns have adequate cost an schedul e provisions to
allow the separate initiatives to achieve full interoperability and
a common operating environnent. Until a process is put in place to
ensure that the joint warfighter's interoperability requirenents
are considered, these well intentioned but service and agency-
uni que progranms will tend to drift away from m gration objectives.

Current acquisition practices exacerbates the tendency to
drift since each program is independently supported by nostly
i ndependent agencies; a joint corporate perspective is not built
into the acquisition process. The warfighting CINC s and JTF
commanders have little influence on systens under devel opnent or
being nodified, but they have perhaps the nobst at stake when
systens reach their ultimate application. The joint warfighters
concerns should be represented during the acquisition process to
ensure the C4l systens that w il support the warfighter, have
mai nt ai ned pace with comercially available technology, and w |
intermesh well with | egacy systens.

Legacy systens nust either be mgrated into or interfaced with



common systens. The notivation to diverge froma common joint
interoperation structure is aggravated by the need to nmaintain
conpatibility with Service-unique, |egacy systens that are not
targeted for mgration.

There is a need for establishing a process, in a manner akin
to that wused for the Internet, that identifies increnental
i nprovenents and ensures that each can be accommodat ed and accepted
by the other participants. The part of the Internet process that
est abl i shes standards, adaptation of commercial products, and
di stribution of value-added products, has been shown successful.
Sonme variant of that process is appropriate to institute for the
DOD. Unlike the DOD, the DOD will need a nethod of neasuring
overall <cost and benefit of nodifications, and ensuring that
appropriate benefits accomodate each increnmental change. Thi s
requires refocused investnent to develop and/or acquire tools to
facilitate these efforts.”

4 The aut hor has extensive experience with JDISS. JDISS is an
extremely capable systemthat allows the transfer and annotation of
i mgery, serves as a (up to top secret) level nessage handling
system and can allow two sites to go into a real-tine chat node at

top secret level. Comunications requirenents nmandate a m ni num 96
kil obyte baud rate to run at an acceptable speed. This very
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successful system has been depl oyed throughout the U S. CGovernnent
and even to the UN in support of OOTW JDISS is a fine exanple of
how the planned universal buy of a single system can create
significant synergy in operations.

5 O fice of the Undersecretary of Defense for Acquisition and
Technol ogy, "Information Architecture for the Battlefield," Cctober
94. The Defense Science Board reports "The existing nethods for
noving and distributing information in the fighting forces are
| argely hierarchical and sequential. Information flows in a very
orderly pattern up and down the operational chain of comuand

Wiile the new users of information are the regional CINC and JTF
commanders, the old patterns of distribution are enbedded in
doctrine, force structure, and equipnment. As a result, the top
| eadership is well serviced but lower levels are increasingly
unable to neet their informati on needs. There isn't enough access
or enough capacity at the lower levels, due to bandw dth
[imtations as well as equipnent and frequency availability."

6 CIC Instruction 5118.01 is the charter for the JCWC It
states that "the JCWC mission is to provide direct Command and
Control Warfare (QW support to operational comranders. The JQWC
wi Il support the integration of the constituent elenments of C2W-
OPSEC, PSYOP, mlitary deception, EW and destruction as well as
the nonconbat mlitary applications of Information Warfare (IW--
t hroughout the planning and executi on phases of operations. This
direct support will be provided in the following priority order

joint force commanders (conbatant comrmanders, subordinate unified
commanders, and joint task force commanders), Service conponent
commanders, and functional conponent comranders. Support wll also



be provided to OSD, the Joint Staff, Services, USG agencies, NATO
and allied nations. The JQ2W w Il maintain specialized expertise
in C2Wrelated systens engineering, operational applications,
capabilities, and vulnerabilities. The JQWC through the D rector
for Operations (J-3), serves as the principal field agency within
DOD for non-Service specific support.”

7 The author has extensive experience with Joint Mlitary
Command I nformation System (JMCIS). JMCIS is a C3 support system
that functions as a nessage handling system for secret and bel ow
nessage traffic. Qher functions allow the building of graphics to
support operational planning up to basic IPB |evel, a near-real-
time display of reporting units (UHF SATCOM, and a operationa

note ("opnote") function that allows any unit to send a note to
another unit in the net. Like JDSS, this systemwas devel oped by
the Navy and offered to the Joint arena for nodification and
acceptance as standard Joint C3 gear. Software functionalities of
ot her services has been nelded into JMC'S, an exanpl e bei ng CTAPS
software used by the Air Force to produce the ATO

8 The author has extensive experience wth Joint Wrldw de
Intelligence Communi cati on System (JWCS) while serving aboard 2nd
Fl eet Flagship, USS M Wiitney. JWCS is a secure (to top secret)
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vi deot el econferencing systemthat allows intelligence personnel to
talk face to face regarding difficult issues. The system has
turned out to be much nore valuable to deployed Commanders to
di scuss canpai gn planning, RCE, etc. The systemis distributed
t hroughout the world and allows the NCA to talk with CINCs and
CJTFs at wll, face to face. President Cinton discussed issues
over JWCS with the JFC during the Haiti operation. Wen depl oyed
aboard the USS CGeorge Washington, the system was even used by
medi cal personnel to discuss X-rays.

9 The 52nd Director of Naval Intelligence, RADM Thomas A
Br ooks, cane back to his office in 1991 followi ng an office cal
with the Chief of Naval Operations and said "W will lead Joint
Intelligence.” The Navy was the only Service that would give up
its best intelligence assets to the Joint arena and was rewarded by
the visionary Gen. Colin Powell with command of the major Joint
intelligence commands at Al C, JICPAC and JAC Mol esworth. The Navy
knew Joint was comng and sought to |lead rather than have the
strength of its very successful, opintel oriented community diluted
from the goal of supporting tactical comuanders. The Navy
conti nued working toward joint ainms by devel oping JMJS and JDI SS.
The aut hor believes these events were watersheds for a tradition-
bound Navy that suffered the pain of change early, so that it could
position itself solidly behind Jointness and prepare its culture
for the future.

10 CDR Boyd in "Satellite Communications for the 21st Century"”
wites "This unprecedented expiration of space segnment requires
that Navy and DOD take a fresh | ook at concepts and technol ogi es,
requi renents, and resources as plans are nmade to repl enish these



critical conmunication satellites. In an era of dimnishing
budget s and burgeoni ng comuni cation requirenents, DOD nust find a
way to neet nore needs with fewer dollars.”

11 ibid 2, "UFO is based on a commercial spacecraft bus,
| aunched on a commercial vehicle, and is managed with a |ean
mnimalist team The Navy vision is to free the spacecraft
supplier to do his job the nost efficient way possible, free of
strict governnent control. A second vision is the provision of a
followon to UFO and MLSTAR in a single constellation. The
NAVSPACECOM pr oposal recomends that a nedium |l aunch vehicle class
commercial spacecraft be configured with UHF and EHF. Thi s
smal l er, cheaper (than MLSTAR and UFO) constellation would be
depl oyed with three spacecraft per orbital slot, achieving econony
of scale, graceful degradation at end of |I|ife, and robust
performance in the event of a single or dual bus failure. Anong
other visions is the provision of a followon to DSCS using a
commercially procured spacecraft with X-band and direct broadcast
capabilities, piping negabits to small antennas (16
inches)...satellite resource nmanagenent at the CINC, jointly
i nteroperabl e ground sites, polar EHF comruni cations for operations
north of 65 degrees and enhanced EHF packages on UFO are anong the
ot her visions..."
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12 The intelligence functions of C4l are | eaned on heavily in
this paper to show exanples of where an |IW architecture can be
f ost ered. The author recognizes, and thanks the reader for
recogni zing that |IWsuccess will require mgration toward system
commonality in all C4l areas. The early success gained in
intelligence and communications should be carried over into
acconplishnents in areas such as sensors, decision support
har dwar e/ software, etc. Again, the author would look to JROC to
ensure success at the DOD | evel and a national coordinating body at
t he inter-agency |evel.



ACTD
Al C
ASD (C3I)
ATM
ATO

Bl TF
c2
C2W
C3

C3I

C4l

Cl NC
coTS
CJCS
CITF
CTAPS
DS/ DS
ELI NT
FLTSAT
FLTSATCOM
GCCS

HF/ UHF/ SHF/ EHF

I W

JAC Mol esworth

JC2W
JDI SS
JFACC
JFC
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ABBREVI ATI ONS

Advanced Concept Technol ogy Denonstration
Atl antic Intelligence Comrand

Assi stant Secretary of Defence for C3I
Asynchronous Transfer Mde

Air Tasking O der

Battlefield Informati on Task Force
Command and Contr ol

Command and Control Warfare

C2 and Conmuni cati ons

C3 and Intelligence

C3, Conputers and Intelligence

Commander | N Chi ef

Commercial Of The Shelf

Chai rman, Joint Chiefs of Staff

Conmbi ned Joi nt Task Force

Conti ngency TACS Aut omated Pl anni ng System
Desert Shiel d/ Desert Storm

El ectronic Intelligence

Fleet Satellite

Fleet Satellite Comrunications

A obal Command and Control System

Hi gh/ U tral/ Super/ Extrenely Hi gh Frequency
I nformation Warfare

Joint Analysis Center Ml esworth (England)
Joi nt Conmand and Control Warfare Center
Joint Defense Intelligence Support System
Joint Forces Air Conponent Commander

Joi nt Force Commander



JI CPAC Joint Intelligence Center Pacific

JMCI S Joint Mlitary Comrand I nformation System
JROC Joint Requirenments Oversight Committee
JTF Joint Task Force
JW CS Joint Worldwi de Intel Comrunication System
M | DS Mlitary Integrated Intelligence Database System
NDU Nat i onal Defense University
NTDS Naval Tactical Data System
ONI O fice of Naval Intelligence
OPSEC Operational Security
OODA Qoservation, Oientation, Decision and Action
oorTw Operations O her Than War
VRC Maj or Regi onal Conflict
PGM Preci sion Guided Munitions
RDT&E Research, Devel opnment, Testing and Eval uation
PSYOPS Psychol ogi cal Operations
SI G NT Signals Intelligence
STRED Standard Tactical Recieve Equi prent Displ ay
TACS Tactical Air Control System
TENCAP Tactical Exploitation of National Capabilities
TRE/ TRAP Tactical Receive Equi pnent/ TRE Applications
UFO Utra H gh Frequency Fol |l ow on
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SUPPORTI NG TECHNOLOG ES FOR | W C2W

OUTLI NE:
DOD information architecture, or d obal Commuand and Control
System ( GCCS), The GCCS shoul d be reconfigured and inproved to

allow the flexible and i medi ate response to OOTW anywhere in the
worl d, but al so be robust enough to adequately support, or ranp-up
to a totally engaged U.S. mlitary. Changes nust be nade to the
GCCS in cooperation wi th non-DOD custoners, both organizationally
and in procurenent, to create an overarching U.S. | Warchitecture. -
BROADCASTS VI CE PO NT TO PO NT COWG

VI RTUAL REALITY | SSUES AND TECHNOLOA ES
- OTHER TECHNOLOAG ES
- COSM C STUFF/ BLACK PROGRAMS
- TRAI NI NG
- COSTS VI CE BENEFI TS

Today's communi cations are nore capable and sophisticated, but
there are fewer resources. The managenent of friendly
comuni cati ons has been chal | enge enough, but the possibilities of
| W demands an integrated approach between keeping ones own
situational awareness while confusing, deceiving or destroying an

adversari es. This responsibility is nore, to use a mlitary
exanpl e, than can be handl ed by the Communi cations and Intelligence
Oficers. To reach maxi mum potential, |IW requires the proper

[iaison which a functional architecture provides, whether the
operation in question is mlitary or otherw se.



Wil e communications probably held its proper place of
precedence with respect to funding, inportance, etc., during the
Col d War, world changes and technol ogi cal advances have thrust the
| Wconcept to the fore.

GROUND - MOST UNITS WTH N THE ACA HAVE BEEN ATTRI TED TO 50 PERCENT
OF COVBAT CAPABI LI TY

NAVAL - TWO KILO SS REMAI N UNLOCATED. A CRU SE MSSILE SITE
LAUNCHED THREE SILKWORMS AT XXXX BUT NO DAMAGE WAS | NFLI CTED.
ANOTHER ? CRU SE M SSI LE SI TE WAS DESTROYED. COALI TI ON ASSETS
DESTROYED ONE ALVAND CLASS DD AND ONE PARVAN CLASS PB IN THE
NORTHERN PERSI AN GULF. A SHI P WAS SCUTTLED I N THE PORT OF JASK,
VWH CH COULD AFFECT G 4 THROUGHPUT | N SUPPCRT OF MEF FWD AND FOLLOW
ON OPS.

AR - THE JO NT FORCE COWANDER HAS DECLARED ACH EVEMENT OF LI M TED
AlR SUPERI ORTY WTH N THE JOA | RANI AN MARI TI ME ACFT REMAIN A
MEDI UM THREAT TO NEF/ MEF ASSETS AFLQOAT. JFACC Al R ASSETS FLEXED TO
ATTACK A GROUND UNIT NOTED BY RECON TEAM THAT POSSIBLY WAS
TRANFERI NG CHEM CAL WEAPONS VI A TRUCK (BASED ON TWD BATTALI ONS OF
| NFANTRY PROVI DI NG SECURI TY AND HANDLI NG THE DRUMS | N MOPP CEAR
FOUR OF FI VE TRUCKS WERE DESTROYED.

OTHER - THREE SCUD WERE FI RED AT M HAB Al RBASE AND THREE NODONG
WERE FI RED AT XXXXX DURI NG THE 0400Z HOUR. AN END TRAY RADAR WAS
NOTED PRIOR TO THE LAUNCH. AN END TRAY EM SSI ON REPRESENTS THE
BEST | NDI CATOR OF | MPENDI NG LAUNCH.

ESTI MATE -

12TH | NFANTRY DI VI SI ON HQ DR375156
121ST | NFANTRY BDE HQ DR720293

1ST BN DR774286 6 81WM

2ND BN DR753289 5 81MM

3RD BN DR736287 7 81MM

122ND | NFANTRY BDE HQ

1ST BN

2ND BN
3RD BN

kkhkhkkhkkhkhkkhhkkhkkhhkhhkhkkhhkhhkhkhhkhhhkhhkhkhhkhhhkhhkhkhhkhhkhkihkhhkhkihkhkikkhhkhkihkikhkk*k

11TH ARMORED DI VI SI ON HQ
111TH ARMORED BDE HQ EQ049678
1ST BN (TANK) EQ055660 05 T-62

2ND BN ( TANK) EQ069697 05 T- 62
3RD BN (MECH) EQ030652  0-3 122MM MIR



A4TH BN (ARTY) EQD71671
ARM RECON CO EQD53634

1-3 152WM
2 BW, 1 BMD

112TH ARMORED BDE HQ EQD58815

1ST BN (TANK) [EQL04798 18 T-62, 1 BMWD
2ND BN (TANK) EQ063801 20 T-62, 1 BMD
3RD BN (MECH) EQ55827 4 120MM MIR
ATH BN (ARTY) EQ074824 9 152MM

ARM RECON CO UNKNOWN

113TH MECH BDE HQ UNKNOWN

1ST BN (MECH)  UNKNOWN

2ND BN (MECH)  UNKNOWN

3RD BN (TANK) EQ063933 14 T-62

ATH BN (ARTY) EQ063924 9 152MM

ARM RECON CO UNKNOWN

114TH ARTY BDE HQ EQL19855
1ST BN EQL06828 8 155MM

2ND BN EQ102840 8 155MM
3RD BN EQ120844 10 122MM MRL

R R R R R R I T I I T I I III
13TH | NFANTRY DI VI SI ON HQ UNKNOWN

131ST | NFANTRY BDE HQ | VO EQL180430

1ST BN | VO EQ130390

2ND BN | VO EQL30440
3RD BN | VO EQL25535

132ND | NFANTRY BDE HQ | VO EQL60510
1ST BN | VO EQL60510

2ND BN | VO EQL10410

3RD BN | VO EQL25470

133RD | NFANTRY BDE HQ EQ 163273
1ST BN EQL82250

2ND BN EQL90200

3RD BN EQ150235

134 TANK BN EQD30290

135 ARTY BDE HQ | VO EQ210400
1ST BN | VO EQR01315

2ND BN | VO EQ235350
3RD BN | VO EQ201390



105 | NDEP PASDARAN ARTY BDE HQ | VO EP490599

1ST BN EP500600
2ND BN EP510585
3RD BN EP520600

106TH | NDEP PASDARAN MECH BDE HQ EP299742

1ST BN (MVECH) EP304812
2ND BN ( MECH) EP303782
3RD BN (TANK) EP305750
ATH BN (ARTY) EP434609

107TH | NDEP PASDARAN ARMORED BDE HQ VI C EP410610

1ST BN (MVECH) EP436602
2ND BN (MECH) EP465561
3RD BN (TANK) EP400583
ATH BN (ARTY) EP434609

108TH | NDEP PASDARAN ARMORED BDE HQ UNK

1ST BN (TANK) | VO EP640550
2ND BN ( TANK) | VO EP650530
3RD BN (MECH) | VO EP650565
4TH BN (ARTY) | VO EP740500

193RD | NDEP PASADARAN | NFANTRY BDE HQ VI C UNKNOWN

1ST BN EP897430
2ND BN EP913466
3RD BN EP891451
4TH BN EP635599 (ARTY)

192ND | NDEP PASDARAN | NFANTRY BDE HQ UNKNOWN

1ST BN EQ080868 4 120MM MR
2ND BN EQ063877 3 120MM MIR
3RD BN UNKNOWN

A4TH BN UNKNOAN ( ARTY)

193RD | NDEP PASDARAN | NFANTRY BDE HQ UNKNOWN
1ST BN EP897430

2ND BN EP913466

3RD BN EP891451

4TH BN EP635599 ( ARTY)

194TH | NDEP PASDARAN | NFANTRY BDE HQ UNKNOWN

1ST BN EP881451
2ND BN EP881451



3RD BN UNKNOWN
ATH BN UNKNOAN ( ARTY)

195TH | NDEP PASDARAN | NFANTRY BDE HQ UNKNOMN

1ST BN UNKNOWN
2ND BN UNKNOWN
3RD BN UNKNOWN
A4TH BN UNKNOAN ( ARTY)



